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The development of cybersecurity strategies and its policy challenges in the

OECD and the European Union

Abstract

The OECD and European Union designed their cybersecurity strategies at the
early stage of the policy-making cycle—the stage of policy formulation. In the
20 years since the OECD nations and the European Union first proposed their
initial cybersecurity strategies, their focus of the cybersecurity strategies has
been shifting from protecting individuals and companies online to strengthening
the competencies of a nation and economy in the digital world. This research
report investigated how new cybersecurity strategies have laid out in the OECD
and the EU (i.e., principles, coordination mechanism, and statistical evidence
for policy decision-making) and what policy challenges they are dealing with.
The Qualitative Analysis Method is used, investigating the main goals of new
cybersecurity strategies, the priorities of governments, and the units that take
charge of the implementation of new cybersecurity strategies within the 9
OECD nations (incl. Australia, Canada, Finland, France, Germany, Netherlands,
Great Britain, America, and Japan). Major policy challenges were identified as
the delicate balance between member countries’ sovereignty, the organizations’
authority (i.e., the OECD and the EU), and responsibilities, the complex set of
cybersecurity policy cooperation, and the coordination and communication with
diverse stakeholders at national and international levels. The research findings
suggested that in order to mitigate cyber risks, the OECD, the EU, and their
member countries invariably strengthen their cybersecurity capabilities with
specialized agencies by following new cyber security strategies, even though

intractable challenges have to be solved.
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